IIpaBuiia puHaHCcoOBOM 0€30IIACHOCTH B
Nurepuere

Hamm nepconanbuble 1 pUHAHCOBBIE JAHHBIE — MUILIEHB JIJI MOLLIEHHUKOB,
OpYAYIOIIUX HE TOIBKO B PEAJIbHOM MHUPE, HO JOCTAIOLIMX HAC 0 TelIe(QOHY WU B
Wnrtepnere. Kak yOepeub JsHMuyHble (QUHAHCHI U CEMEWHBIA OHOMKET OT
BBIKQUMBAHUSI KPOBHBIX CPEACTB CO CUETOB?

B HMaTepHer-mMarazuHax MOKHO HATKHYTBHCS HA HECKOJIBKO Pa3HOBUIHOCTEN
MOIlIEHHUYeCTBa. B OCHOBHOM, JeHbI'M ¢ Bamed kapThl WHTEpHET-MOIIEHHUKHU
IBITAIOTCS YKPACTh MHOTUMU CIIOCOOaMU, HalIpUMep:

1) 3apaxkeHwem Balllero KoMmIbioTepa. HeBaxHO, HCHIONb3yeTe BbI
HACTOJIbHBIN KOMIBIOTEP, HOYTOYK, CMapT(OH MU TUTAHILIET — 3aPa3UuTh UX MOYKHO
yepe3 yA3BUMOCTH OINEPalMOHHOM CUCTEMbI WIIM YCTAHOBIIEHHBIX BAMU IIPOrPaMM;

2) Kpaxkeil JaHHBIX IPSIMO B (pOpME OIUIATHI — HEKOTOPbIE KPYITHBbIE CANUThI U
WNuTepHeT-mMara3uHbl  B3JIaMbIBAalOT, BCTaBISAs TyAa IUIATEXKHYIO (opmy, u3
KOTOPOH TaHHbBIE KAPTHI,

3) conuanbHON MHXKEHEpUEH — B3JI0MaB MPOQIIIN BAlIUX APY3CH UM CO3/1aB
NpUBJIEKATENbHBIE MOCIbHbIE MPOPUIN, MOIICHHUKU MBITAIOTCS 3aCTaBUTh Bac
NEPEBECTH UM JICHBI'Y, MEPENUCHIBAsCH C BAMU IO 3JIEKTPOHHOM mouTe, B SKkype u
COLIMAIIBHBIX CETSX;

4) cmtaMOM ¥ CKaMOM — BaM IPeJUIararoT KakKue-To TOBaphl WM YCIYTH IO
IIPUBJIEKATEIBHO HU3KOH 1IEHE, HO KAY€CTBO HE TAPaHTUPOBAHO;

5) ¢ummHroM — Bac MPUMAHMBAIOT Ha MOJJEIbHBIE COOOIIEHHS OT BaIlIEro
0aHka win KpynHoro MHTepHeT-nopTana Mo 3JeKTPOHHOM MOYTE, B COLMAIbHBIX
ceTsax. Ilepeiinere U MoBEpUTE — aHHBIE YK€ Y MOLICHHUKOB, U OHH MOTYT CHSTh
C Balllell OaHKOBCKOW KapThl IEHbI'U JAJIEKO 32 Mpe/ieaMH CTPaHbl.

IIpoxypartypa r. Hopijibcka moAroToBMJIa COBEThI HA KAKIAbIH I€Hb,
KOTOpbIe OMOryT y0epeub Bac OT JaHHBIX BU/I0B MOIIICHHUYECTBA U cOepedb
BaIllU ACHbIU:

1. Aymaiite o 3amute Bamero UHTepHeT-yCcTpOiicTBA

HeBaxxHO, HOBBIN WM CTapblii y BaC KOMIIBIOTEP MJIM HET; HEBAXKHO, YTO BBI
AyMaeTe IMpO MCIIOJIb30BAHUE AHTHUBUPYCOB; HEBAXXHO, XOJIWTE JIA Bbl Ha
COMHUTEJIbHBIE CAalUThl WM HET... BakHO, MOHUMaeTe Ju BbI, UTO Jit00asi cucrema
ys3BMMa II€pell TEMH, KTO IKAXIET €€ B3JIOMaThb M HAXUTBCA Ha ITOM.
CTonkHyTbCsl ¢ «Tpsi3blo» B MHTEepHETE mpolle, YeM Ha yJWlle — U Ballld JIEHbIU
MOT'YT BHE3aIHO MOJABEPTHYTHCS OMACHOCTH, €CJIM Balll JIOOUMBIA CalT B3JIOMAIOT
WM TOBPEIST 3allUATY BalIETO YCTPOMCTBA, WM €CIA Bbl MPOCTO 3aUJETE B
HuTeprer no 6ecrutatHoMy myonuaHomy Wi-Fi (oH MOXKET oka3aThCsi MPUMaHKON
MOIIEHHUKOB). [ToMHUTE 00 ATOM U KCMONB3yWTE HECKOJIBKO YPOBHEW 3alllUTHI —
JIOTIOJIHUTENIbHBIE TIAPOJIM M MPOTPAMMBI JUIsl MOBBIIIEHUS O€30MaCHOCTH — BE3JIE
MOTYT TauTbCsl Yrpo3bl. JJOMOJHUTENBHO MOMOXET IPOBEPKAa BCEX CAUTOB, HA



KOTOpBIE Bac 3aBJICKAIOT, Ha IpeaMeT ¢danbCuuKaIu, CHEeUUaTbHBIM MOJYJIEM
aHTUBHpYca. Maso Jii 4ero Bbl TaM MOAXBATUTE, €CJIH PEIIUTE YTIIYOUTHCS. ..

2. IlepeBoauTe AeHbIU TOJBKO JPY3bsIM, C K€M €CThb He TOJIbKO KOHTAKT B
ceTH

B nmocnegnue mapy €T y4yacTWMIIMCh B3JIOMBI TIpoduieil  colceTei
(BKonrtakte, OmHOKIACCHMKM) U JApPYruX mnporpamm st oomenus (Skype,
WhatsApp, Viber), KOTopble MOIIEHHUKHA UCIIOIB3YIOT JI1 TOTO, YTOOBI BTEPEThCS
B JIOBEpPHE K TTOCTOSTHHBIM KOHTaKTaM B3JIOMaHHOTO. Koraa npyr uiu poJCcTBEHHHUK
IPOCUT TIOMOYb €My JIeHbI'aMH, HE BBIXOJS Ha CBs3b IO APYrdM KaHalaM —
3anojo3pure HenaaHoe. B puHaHCOBOW 0€30MacCHOCTH BaXKHO «IepedaeTh, YeM
HEJI00IETHY.

3. IlokynaiiTe TOJIBKO y NPOAABUOB, KOTOPHIM €CTh OCHOBAHHUS BEPUTH

MHOro uCTOpUil XOAUT MPO TO, UTO B KUTANCKUX MHTEpHET-Mara3mHax u B
OTEUECTBEHHBIX CEpBHCAX OECIIaTHBIX OOBSBICHUN TMOKYMATeIH IMOJTy4aroT
kupriuau 1o 1eHe iPhone... Jlmg 3TOro HYXHO TIUIATHTh 4Ye€pe3 CEPBUCHI
3alUIIEHHON caenku. Mnm BCE€ ke naenarh KpPYNHBIE TOKYNKH TOJBKO ¥
IIPOBEPEHHBIX MPOAABIIOB C BBICOKUM PEUTHHIOM.

4. Ecaim Bbl B HHTepHeTe 4Yepe3 MOOWIbHOE YCTPOWCTBO — PeryJsipHO
npoBepsiiTe 0ajJaHC cUYeTa

[IpoBepsiiTe cOCTOSTHME CBOETO cHeTa y MOOWJIBHOrO olepaTopa Iociie
MOCEIIEHNUSI COMHUTENBbHBIX CalTOB, TMpelaraBmuX OecIIaTHhIE 3arpy3Kd
CIIOKUPYIOMINX» BHUACO, HEMPUIUYHBIX KAPTUHOK W B3JIOMAHHBIX MPOrPAMM.
Mosket ObITh, BaC MPOTHB BAIlle BOJH «IOJIMUCATN» HA €KEIHEBHBIC TUIATEXKH,
KOTOpBIE MOTYT OOHYJIUTH BaM c4eT. Korna cueT ucuepnaercsi, OTKII0YAT OT CBSI3H
Bac OBICTPO, a IOOUTKLCS BO3BpaTa JACHET MPHUACTCS JOJITO.

5. Ilnatute B CeTH TOJIBKO CIENUATbHON 0AaHKOBCKOW KaApTOii

Ecnu BBl 3aBeneTe OONMOIHUTENBHYIO KapTy sl VHTEpHET-IUIaTeX en, Bbl
o0Oe3omacure OCHOBHYIO CyYMMY Ha CBOEM cueTy. Bbl MoOXeTe MepeKuabIBaTh
HY)KHYI0O cyMMy uepe3 MHTepHeT-O0aHK MM MOOWIIbHBIN OaHK HAa CUET HYKHON
KapThl BCIKUAM pa3, KOrjaa COOMPaeTeCh MIATUTh.

6. He coo01aiiTe 1aHHBIE CBOCH KAPTHI HUKOMY

Kak Tonpko Bam mpuxomuT coobmieHne «Y Bac 3a0JIOKMPOBAHBI JEHBIH.
ITepe3sBonute 1Mo HOMepy 8-800...» — HYKHO HACTOPOKHUTBCA U IOCMOTPETH B
Nutepuere, uto numyT npo 3ToT HoMep. CKopee BCero, OH HE CBSI3aH C BalluM
0aHKOM, a 3apETHCTPUPOBAH Ha MOACTABHYIO KOMMaHuio. M mo aToMy HOMepy Bac
0’KMJAIOT BOMPOCHI )KYJIUKOB, YMEJO BTUPAIOIIUXCS B IOBEPUE, PO HOMEP U CPOK
JIEVCTBUS BaIlICH KapThl.

7. IlocrapaiiTecb He CTABUTH HeJierajbHble MPOrPaMMbl Ha KOMILIOTEP,
cMapT(oOH U IIAHIIET



Ecnu BBl ucnonezyere npunoxenuss UHTepHeT-0aHKOB Ha CBOEM IUIAHLIETE
WIM «yYMHOM» Teje(doHe, NPOBEPSUTE MPOUCXOKIECHUE HOBBIX MPOrpaM,
KOTOpBIE CTaBsITCS Ha Bamie ycTpoilcTBo. CunmtaTh SMS-cooOmieHre ¢ noMombo
B3JIOMAaHHOH MporpamMMbl ropasjio Mpolle, YeM HOIAMISAbIBaTh 3a >KepTBaMU. A
«MOJCMOTPETH», UYTO Bbl BBOAMUTE C KJIaBUATYpbl, TOpa3o Jier4ye Ha OOBIYHOM
KOMIIBIOTEpE, €ClId (PYHKIMEH «IpOoCIylIKW» 00JalaeT He3aMeTHas IIMUOHCKas
porpamMma.

3alUTUTh CEMEUHBI  OIO/PKET OT  mocsiraTenbeTB  Hempocto.  Ho
nocrapaitech! M momHuTe, 4YTO B Cilydae BOPOBCTBA JICHET ¢ OAHKOBCKOM KapThl
BbI 3alUIICHBI 3aKOHO1aTeIbHO. Kak TOIBKO BBl y3HAIU MPO HENAIHOE, B TEUCHUE
CYTOK IOCTapaiTech 0OpaTUThCA B Balll 0aHK M 3aperucTpupoBaTh 3asiBieHUE (10
TeneQoHy, yepe3 OHJAWH-OaHK wiM JnyHO). [locrme yero GaHk MpoBeneT CBOE
paccieioBaHME€ W  BBISICHSET, MOILIEHHUYECKHE OTO ObUIM JEHCTBUA WJIU
co3HaTenbHble Bamu. C 3asBICHUEM O XMILIEHUU JCHEXHBIX CPEJCTB C Ballei
KapThl Bbl TAK)KE MOXKETE OOPaTUTHCS B TEPPUTOPHANIbHBIN oTAen nomunun OMBJI
Poccun no r. Hopuisbcky.
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